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Use of Jammer and Disabler Devices for Blocking PCS, 
Cellular & Related Services 

 

1. Introduction 
 
At the RABC Mobile & Personal Communications Committee’s (M&PCC) meeting of June 22, 
1999, Industry Canada noted that it had been asked to approve systems which will jam the 
signaling channels or otherwise disable cellular/PCS systems in certain locations, e.g. 
restaurants, meeting rooms, concert halls, hospitals, and similar public venues.  Some further 
technology input on Type “D” and “E” devices was received in April 2000 and this revision 
reflects this input. 
 
Despite having serious concerns about the logic of a policy, which might permit such devices to 
jam licensed services in order to address something, which is essentially a matter of ”personal 
cellphone etiquette”, the M&PCC agreed to examine the issue further. This document is the 
result of this examination and is hereby submitted to the Department as the view of the RABC on 
this matter. 
 
It should be noted that the following comments extend beyond current cellular/PCS services to 
pagers, public or private SMR, cordless telephones, wireless PBXs and future technologies such 
as IMT-2000. 
 
2. Technological Background of Jammers and Disablers 
 
It should be noted that much of the committee’s views and considerations were developed based 
on information provided by both the Department and industry. Five types of devices are known 
to have been developed (or being considered for development) for preventing mobile phones 
from ringing in certain specified locations: 
 
2.1 Type “A” Device (Jammers) 
 
This type of device comes equipped with several independent oscillators transmitting  ‘jamming 
signals’ capable of blocking frequencies used by paging devices as well as those used by 
cellular/PCS systems’ control channels for call establishment.  When active in a designated area, 
such devices will (by means of RF interference) prevent all pagers and mobile phones located in 
that area from receiving and transmitting calls.  This type of device transmits only a jamming 
signal and has very poor frequency selectivity, which leads to interference with a larger amount 
of communication spectrum than it was originally intended to target. 
 
This technique could be implemented without cooperation from PCS/cellular providers, but 
would negatively impact PCS/cellular system operation.  Once jamming begins, escalation to 
counter-jamming may result, either by deliberate action or by autonomous response of power 
control systems within a PCS/cellular system. 
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One other area of concern is the raising of the general RF noise floor in the neighbourhood as a 
result of a Type “A” device.  Many communication systems are required to work in all types of 
buildings under very low signal conditions and the raising of the noise floor by various jamming 
transmitters in the same band and vicinity could make the difference between receiving or not 
receiving a crucial message. 

2.2 Type “B” Device (Intelligent Cellular Disablers) 
 
Unlike jammers, Type “B” devices do not transmit an interfering signal on the control channels. 
The device, when located in a designated ‘quiet’ area, functions as a ‘detector’. It has a unique 
identification number for communicating with the cellular base station. When a Type “B” device 
detects the presence of a mobile phone in the quiet room; the ‘filtering’ (i.e. the prevention of 
authorization of call establishment) is done by the software at the base station.  
 
When the base station sends the signaling transmission to a target user, the device after detecting 
simultaneously the presence of that signal and the presence of the target user, signals the base 
station that the target user is in a ‘quiet’ room; therefore, do not establish the communication. 
Messages can be routed to the user’s voice-mail box, if the user subscribes to a voice-mail 
service. This process of detection and interruption of call establishment is done during the 
interval normally reserved for signaling and handshaking. 
 
For ‘emergency users’, the intelligent detector device makes provisions for designated users who 
have emergency status. These users must pre-register their phone numbers with the service 
providers. When an incoming call arrives, the detector recognizes that number and the call is 
established for a specified maximum duration, say two minutes. The emergency users are also 
allowed to make out going calls. Similarly, the system is capable of recognizing and allowing all 
emergency calls routed to “911”. 
 
It should be noted that the Type “B” detector device being an integral part of the cellular/PCS 
systems, would need to be provisioned by the cellular/PCS service providers or provisioned by a 
third-party working cooperatively with full support of the cellular/PCS service providers. 
 
2.3 Type “C” Device (Intelligent Beacon Disablers) 
 
Unlike jammers, Type “C” devices do not transmit an interfering signal on the control channels.  
The device, when located in a designated ‘quiet’ area, functions as a ‘beacon’ and any 
compatible terminal is instructed to disable its ringer or disable its operation, while within the 
coverage area of the beacon.  Only terminals which have a compatible receiver would respond 
and this would typically be built on a separate technology from cellular/PCS e.g., cordless 
wireless, paging, ISM, bluetooth, ….  On leaving the coverage area of the beacon, the handset 
must re-enable its normal function. 
 
This technology does not cause interference and does not require any changes to existing 
PCS/cellular operators.  The technology does require intelligent handsets with a separate receiver 
for the beacon system from the cellular/PCS receiver.  It will not prevent normal operation for 
incompatible legacy terminals within a “quiet” coverage area, thus effective deployment will be 
problematic for many years. 
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While general uninformed users would lose functionality, pre-designated “emergency” users 
could be informed of a “bypass terminal key sequence” to inhibit response to the beacon.  
Assuming the beacon system uses a technology with its own license (or in the license exempt 
band), no change to the regulations are needed to deploy such a system.  With this system, it 
would be extremely difficult to police misuse of the “bypass key sequence” by users. 
 
2.4 Type “D” Device (Direct Receive & Transmit Jammers) 
 
This jammer behaves like a small, independent and portable base station, which can directly 
interact intelligently or unintelligently with the operation of the local mobile phone. The jammer 
is predominantly in receive mode and will intelligently choose to interact and block the cell 
phone directly if it is within close proximity of the jammer. 
 
This selective jamming technique uses a discriminating receiver to target the jamming 
transmitter. The benefit of such targeting selectivity is much less electromagnetic pollution in 
terms of raw power transmitted and frequency spectrum from the jammer, and therefore much 
less disruptive to passing traffic. The jam signal would only stay on as long as the mobile 
continues to make a link with the base station, otherwise there would be no jamming 
transmission – the technique forces the link to break or unhook and then it retreats to a passive 
receive mode again. 
 
This technique could be implemented without cooperation from PCS/cellular providers, but 
could negatively impact PCS/cellular system operation.  This technique, has an added advantage 
over Type B in that no added overhead time or effort is spent negotiating with the cellular 
network.  As well as Type B, this device could discriminate 911 calls and allow for 
“breakthroughs” during emergencies. 
 
2.5 Type “E” Device (EMI Shield - Passive Jamming) 
 
This technique is using EMI suppression techniques to make a room into what is called a 
Faraday cage. Although labour intensive to construct, the Faraday cage essentially blocks, or 
greatly attenuates, virtually all electromagnetic radiation from entering or leaving the cage – or 
in this case a target room. 
 
With current advances in EMI shielding techniques and commercially available products one 
could conceivably implement this into the architecture of newly designed buildings for so-called 
“quiet-conference” rooms. 
 
Emergency calls would be blocked unless there was a way to receive and decode the 911 
transmissions, pass by coax outside the room and re-transmitted. 
 
This passive configuration is currently legal in Canada for any commercial or residential location 
insofar as DOC Industry Canada is concerned, however municipal or provincial building code 
by- laws may or may not allow this type of construction. 
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3. Evaluation of Jammer/Disabler Technology 
 
Several manufacturers have appeared on the marketplace with their devices yet none have 
proven to be compatible and selective enough to be given approval.  The crux of the problem 
with cellular telephone jamming is electromagnetic spillage into areas where it was not intended 
to go. Currently ALL technologies suffer from this problem. 
 
Currently, the RABC and Industry Canada are aware of only three jammer/disabler devices, two 
Type “A” and one Type “B” device. These are made by three different manufacturers. Detailed 
technical specifications and operational performance parameters for these devices are not yet 
available from their manufacturers. Further, since these devices have yet to be accepted for legal 
use by any country, information on actual operational performance of such devices is unknown.  
Therefore, at this time it is difficult to make any informed comment regarding the technical 
performance of these devices, particularly regarding the extent of any leakage of radio waves 
beyond the target area, which may cause unintentional harmful interference to legitimate 
cellular/PCS systems and users, or other wireless systems and services. 
 
3.1 Overall Assessment of the Jammer/Disabler Technology 
 
The overall assessment of the technology is summarized as follows: 

 
• The greatest concern would arise from blocking emergency calls, whether these are 

related to 9-1-1 calls, family emergencies, crucial business calls or calls to other 
emergency numbers (such as the normal phone numbers for police, fire, ambulance, 
poison control center and other medical services).  It should be noted that there may be 
legal liability involved as a result of blocking or interfering with legitimate emergency 
calls, such as those to “911”.  

 
• Since the Type “A” device would block all calls, including emergency calls, the RABC 

believes that the use of such devices would be totally unacceptable.  
 
• In the case of Type “B”, “C” and “D” devices, although they have intelligent capabilities 

for catering to registered emergency users, emergency calls could not be made by non-
registered users.  Therefore, with some sophisticated implementations, the Type “B”, “C” 
and “D” devices are improvements over a Type “A” device for registered users.  

 
• Furthermore, the implementation complexity for Type “B” devices is cause for concern.  

For example, serious complications would arise in coordinating with several service 
providers the installation of at least seven or more Type “B” devices (seven for catering 
to 2-cellular services, 4-PCS services, 1-ESMR service plus several more for paging 
services) at a target location. Therefore, RABC believes that Type “B” devices would not 
be acceptable. 

 
• Successful implementation of Type “C” devices depends on widespread deployment and 

use of Type “C” receivers in most terminals and will thus take many years to become 
established due to the large number of incompatible legacy terminals. 
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• Implementation of a Type “D” devices require a discriminating receiver(s) capable of 

detecting multiple air interface standards and then transmit ting appropriate jamming 
signal(s).  One challenge is for the receiver to detect the cessation of the original signal 
while the jamming signal is present. 

 
• Another serious problem could arise from the leakage of RF emissions (Type “A”, “C” & 

“D” emissions or Type “B” & “D” detection) beyond the targeted blocked area. Such 
leakage could be reduced through the use of directional antennas or “leaky coax” type of 
technology, but if not designed and installed proficiently, such systems can allow leakage 
that extends beyond the target area and could cause interference to adjacent parts of 
cellular/PCS/ESMR networks, thereby blocking calls to its regular users.  This could 
reduce the quality of service provided and leave customers with a negative perception of 
a supplier even though the reduction in quality is beyond the suppliers’ control. Service 
providers may be faced with serious legal issues of liability should such customer 
problems arise.  Addressing this concern could require that government, through the 
CRTC, impose limitations of liability on wireless carriers if they approve these devices.  
While not yet addressed in Canada, the FCC in the U.S. has not been prepared to grant 
such limitations to U.S. wireless carriers, even for “911” calls. 

 
• Type “E” facilities block all transmissions, however they are passive and don’t need 

regulatory approval. They would have minimal “spillover” (i.e., impact on adjacent areas.  
However, if poorly installed, they may simply attenuate signals and trigger escalation of 
base and terminal transmit power to overcome poor “propagation”. 

 
• The use of Type “A” devices (and to a lesser extent Type “D” devices) could trigger a 

deliberate transmitter power escalation from an autonomous system response attempting 
to overcome the interference, which would affect the interference and power control 
abilities of PCS/cellular technologies in adjacent areas, impacting users over a wider area 
than intended. 

 
3.2 Potential Service Implications  
 
The potential service implications are: 

 
• The denial of service (especially emergency service) may have legal repercussions on the 

service providers, Industry Canada, the jammer provider and the public venue operator 
(concert hall, etc.), where some perceived harm or loss has occurred, particularly in 
situa tions where lives could have been or were lost. 

 
• Either by deliberate action or accidental implementation, there is a high possibility for 

unfair discrimination between the operators, due to the impact on coverage area and 
service availability with any of these disabling devices. 

 
• Certification, licensing and enforcement of conditions on third-party jammers could be 

very complex.  Even if it is possible to develop regulations to mitigate the technical 
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issues, these will not mitigate the business and service issues and it will be difficult to 
guarantee compliance without regular re-testing and re-certification. 

 
• Spectrum would be devalued if the technology (particularly of the Type “A” variety) was 

permitted as the market opportunity would be correspondingly reduced.  This may be 
particularly relevant as the jammed areas may be potential high revenue generators (e.g., 
large public events).  In any future bidding on spectrum, the spectrum would also be of 
lesser value directly and indirectly since, knowing jammers were in the market and could 
pre-empt carriers’ use of the spectrum.  

 
• The use of jammers could significantly increase the calls to customer service related to 

service coverage inquiries and billing credits, which would be a financial hardship to the 
carriers.  The carriers may have had to pay a high price in spectrum auction and in license 
fees, and then potentially be forced into providing billing credits because someone else is 
interfering with the service. 

 
• Overall customer perception of cellular/PCS coverage would diminish if the jammer 

spillage and 9-1-1 breakthrough issues are not dealt with and potentially impact customer 
acceptance of cellular/PCS service. 

 
4. Policies of Other Countries 
 
q USA: No one has yet applied to the FCC for the certification of such jammer/disabler 

devices, and currently, it would be illegal as per the FCC Part 15(5b) Rule, which precludes 
the use of intentional interferers. 

 
q Australia: The Australian Communications Authority (ACA) has already said ‘no’ to Type 

“A” devices and has banned them, saying that they could interfere with emergency services, 
leave businesses’ on-call personnel out of reach, and possibly interfere (as a result of 
leakage) with service in legitimate areas.  The legal repercussions of this latter scena rio could 
be particularly onerous.  In making this decision, the ACA said that its role is to facilitate 
access to spectrum, and not deny it. It recommended less drastic measures in dealing with the 
etiquette of mobile phone use, such as signs, announcements, and encouraging people to use 
their phone’s silent messaging feature. 

 
q UK: The UK has said a firm ‘no’ to cellular jammers; they will confiscate devices if they are 

used or offered for sale; and their use is illegal in accordance with their current regulations.  
 
q France: France is evaluating the case, but none has been authorized as yet. They do not 

favour jammers, but are evaluating the Type  “B” intelligent disabler.  Both types are illegal 
according to current regulations. 

 
q Japan: Japan is allowing the use of Type-A jammers at test locations only. 
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5. Historical Canadian Stance  
 
The emergence of jammers on the global scene dates back at least to 1998. In fact, some 
members of the mobile phone industry alerted the Department in the summer of 1998 to the 
development of devices for the purpose of jamming cellular signals. At that time, initial industry 
views were provided to the Department that such devices cannot be tolerated in Canada in light 
of Section 7 of the Telecommunications Act and the protections against harmful interference 
provided for in the Radiocommunication Act. 
 
The initial position from the Department in 1998 was that it would not consider licensing or 
exempting from the requirement of obtaining a license, such a radio apparatus in Canada. The 
use of such a device is illegal as it contravenes the Radiocommunication Act. The use of such a 
device could cause harmful interference and have detrimental consequences in an emergency 
situation where telecommunications services, such as cellular, are required. The 
Radiocommunication Act provides for adequate protection against the use and importation, more 
specifically in sections 4 and 9(1)(b). Section 4 and 9 states in part: 

 
4. (1) No person shall, except under and in accordance with a radio authorization, 
install, operate or possess radio apparatus, other than (a) radio apparatus exempted by 
or under regulations made under paragraph 6(1)(m); or “(b) radio apparatus that is 
capable only of the reception of broadcasting and that is not a distribution undertaking.” 
 
(2) No person shall manufacture, import, distribute, lease, offer for sale or sell any radio 
apparatus, interference-causing equipment or radio-sensitive equipment for which a 
technical acceptance certificate is required under this Act, otherwise than in accordance 
with such a certificate. 
 
(3) No person shall manufacture, import, distribute, lease, offer for sale or sell any radio 
apparatus, interference-causing equipment or radio-sensitive equipment for which 
technical standards have been established under paragraph 6(1)(a), unless the apparatus 
or equipment complies with those standards. 
 
9. (1) (b) No person shall without lawful excuse, interfere with or obstruct any 
radiocommunication. 

 
Representatives of the Department also provided assurances that should they come across such a 
device, that proper steps would be taken to ensure compliance with the Act. Also, as a preventive 
measure, the Department apparently informed Revenue Canada / Customs of these devices so 
that they could take appropriate action. 
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6. Recommendations 
 
The RABC believes that the Department’s initial position, dating back to 1998, continues to be 
appropriate. 
 
From a public policy perspective, the greatest concern with these devices arises from the 
potential for blocking emergency calls, whether these are related to 9-1-1 calls, or calls to other 
emergency numbers (such as the normal phone numbers for police, fire, ambulance, poison 
control center and other medical services).  As noted above, real and substantive questions 
concerning legal liability associated with the use of such devices would also arise for the various 
parties involved in their deployment. 
 
In addition, the implications of allowing the use of such jammer/disabler devices for blocking 
mobile phone calls go far beyond its intended applications for creating ring-free zones or for the 
protection of medical devices. Such implementations would create problems in several areas, 
such as; high potential for unfair discrimination to various service providers and users (e.g. 
difficulty in making sure jamming is done equally to all service providers and private users, 
including cellular, PCS, paging, 2-way radio etc.); difficulty in controlling the “blocked” 
coverage area so as to avoid ‘spillover’ to areas where blocking is unintended, undesired and not 
authorized; the question of how the Department could effectively allow third parties to jam a 
licensed service also has many regulatory and legal implications and difficulties; complex 
licensing, enforcement and certification issues surround the use of such devices; once jamming 
begins, then escalation to counter-jamming and counter-counter-jamming is likely.  
 
The industry has been working hard and has made significant progress in raising the awareness 
level and in educating the public regarding responsible wireless etiquette. Moreover, much of the 
problem created by irresponsible use of wireless devices will evaporate as new models that 
vibrate, rather than ring are deployed. Indeed, the public is already benefiting from vibrating 
pagers and cellular/PCS handsets that do not disrupt meetings, performances, etc. Furthermore, 
the use of such vibrating devices in cellular/PCS handsets is likely to accelerate with the FCC’s 
recent adoption of rules and policies. This FCC action will now require manufacturers of 
telecommunications equipment and providers of telecommunication services to ensure that such 
equipment and services are accessible to and useable by persons with disabilities, if readily 
achievable.  
 
Indeed, vibrating type handsets can have a double benefit. They can end concert hall disruption, 
while also making sure that calls get through to people in high-noise environment, like football 
or basketball games that would normally drown out ringing. 
 
Therefore, based on above considerations the RABC would request the Department to maintain 
its current policy and refuse to exempt, certify or licence jammer/disabler devices. 
 

-------------------------------------------- 


